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Abstract

Several authors have explored the application of classification methods to software development.
These studies have concentrated on identifying modules that are difficult to develop or that have high
fault density. While this information is important it provides little help in determining appropriate
corrective action. This article extends previous work by applying one classification method, classification
tree analysis (CTA), to more a fine-grained problem routinely encountered by developers. In this article
we use CTA to identify software modules that have specific types of faults (i.e Logic, interface, etc.)

We evaluate this approach using data collected from six actual software projects. Overall, CTA was
able to correctly differentiate faulty modules from fault-free modules in 72% of the cases. Furthermore,
82% of the faulty modules were correctly identified. We also show that CTA outperformed two simpler
classification strategies.

1 Introduction

One fundamental problem confronting software process improvement is how to best allocate tightly
constrained resources to obtain the highest quality product. This is particularly important for large scale
systems that undergo continuous enhancement or when subcontractors provide independent validation
and verification. In these cases, short release intervals and fixed resources, prohibit revolutionary changes
to a system. Instead, resources must be used to maximize evolutionary improvement.

A common view of the software lifecycle is that each phase consists of a construction activity
followed by a review of the resulting products (i.e testing, analysis, inspections). Review processes
offer significant opportunities for incremental process improvement because they account for a large
expenditure of resources[Mye79]. Also, improved review processes will not disrupt later activities, while
providing added assurance that upstream processes are performed adequately.

To improve review processes, resources must be used as efficiently as possible. Several recent articles
argue that review processes can be improved by systematically focusing effort on high-risk modules
[She91][MIO87][BP84][Mye79]. In practice, managers frequently concentrate resources on modules
(e.g. subsystems, components, threads) that they deem to be high-risk. To do this, however, they must
rely on their subjective experience. In this article, we address the problem of automatically isolating
high-risk software modules. In particular, we will use the term high-risk to denote software modules that
possess some specific type of fault (i.e Interface, Logic, etc.) This definition is useful because it aids in
selecting the right review methods for a particular environment.

Our general solution approach is called classification tree analysis (CTA). Classification tree analysis
is a multivariate data analysis technique, that builds empirical models of faulty software modules. These
models, called classification trees, are used to predict whether or not new modules will have certain types
of faults. Suitable review techniques can then be applied to the software modules that are most likely to
need them.
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The remainder of this article examines the effectiveness of the classification tree approach for iso-
lating faulty software modules. Section 2 provides some motivation and background information on
classification tree analysis. Section 3 presents an empirical validation of CTA using data from several
actual software developments. A summary of this work appears in Section 4.

2 Background

Classification tree analysis provides an automated approach for isolating problem areas in a software
system. This approach analyzes historical data to model high-risk properties of interest to developers and
managers. These properties might include: (a) modules that have 1 or more interface faults, (b) modules
whose maintenance costs exceed 25 person-hours of effort, or (c) modules that require between 30 and
50 person-hours to construct. Each of these properties defines a “target class”, which is a set of software
modules likely to have that property. One classification model would be generated to classify objects that
are in each of these target classes. A developer wishing to focus resources on high-payoff areas might
use several classification trees to support his or her analysis processes.

Although several classification approaches have been reported in the literature, we have focused
classification trees because the models are straightforward to build and interpret.

2.1 Classification Tree Analysis

Classification tree analysis is derived from the classification algorithms of ID3 [Qui86] and CART
[BFOS84]. This approach provides an automated method for generating customizable, interpretable,
models of software processes and objects. Unlike standard regression models, this approach places no
constraints on its input data, providing a highly flexible framework for integrating symbolic and numeric
attributes. The following paragraphs briefly outline the tree construction process. For a complete
description of the classification tree algorithms, see [PS90].

The main goal of the classification tree process is to uncover relationships between a set of explanatory
variables and a single dependent variable. The input to the tree construction process is a group of modules
called the training set. For each training set module, we must have a dependent variable denoting target
class membership or nonmembership. As a shorthand target class membership is often represented as
“+”, otherwise “-”. We also require a set of explanatory variables. These are measurable attributes of the
modules, their development process, or their development environment.

Classification trees are built by recursively subdividing the training set until a classification can be
made. At each step, one attribute is selected as a partition. Based on the values or ranges of this attribute,
the current set is partitioned into two or more subsets. An attribute will be chosen as the partition because
it maximizes the homogeneity of the resulting subsets. In other words, the ideal attribute creates subsets
that are composed entirely of modules with the same target class affiliation.) This process continues until
no improvement can be made by further subdivision. At this point, a classification is made based on the
composition of the final subsets.

Figure 1 exhibits a hypothetical, example classification tree. The internal nodes have associated with
them a software attribute and the branches emanating from these nodes specify values for the attribute
appearing in that node. Each leaf of the tree corresponds to a class assignment. The trees classify new
software modules in the following manner: Starting at the root of the tree, a module is classified by
determining its value for the attribute at the root and then following the appropriate branch. This process
continues recursively until a leaf is encountered. At that time the class assignment that appears in the leaf
is given to the module being classified.

In the following section we validate the the use of this approach, using data from actual software
projects.
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Figure 1: Hypothetical classification tree.

3 Validation Study

Several authors have explored the application of different classification methods to software development.
(See [MS90],[SP88], [BBT91]) These efforts have concentrated on coarse grained problems such as
identifying modules that are difficult to develop or have high fault density. While this information is
important, it provides little help in determining appropriate corrective action. This article extends previous
work by applying CTA to fine-grained problems routinely encountered by developers.

To assess the effectiveness of the CTA, we applied the approach to identify modules that will have
some specific type of fault.

This study addresses the following major issues:

� Can classification trees correctly differentiate software modules with different types of faults?

� For a given type of fault, how well do the trees isolate all modules with that fault type?

� How many false alarms are raised?

� Would simpler strategies be more or less effective?

In this study we apply CTA to isolate modules with the following four fault types:

� Computational (fault in mathematical expression),

� Data (value or structure),
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� Internal interface (module to module),

� Logic / Control structure (flow of control incorrect, missing logic), and

More complete definitions of these fault types can be found in [NAS90].

3.1 Software Environment

Data for this study was gathered from six moderate-sized projects developed in a NASA environment.
[BZM+77][CMP+82][McG82]. The software is used to control and simulate the operation of unmanned
spacecraft. The systems range in size from 7000 to 34000 lines of Fortran source code. Between 5 and
140 person months were expended on their development over a period of 5–24 months. The staff size
ranged from 4 to 23 persons per project and there were between 99 and 366 modules in each system. The
term modules refers to subroutines, functions, main programs and black data in the systems. We examined
over 1,400 modules from these six systems. Four hundred eighty-two faults are cross-referenced to these
modules. There are 19 attributes for each module. The attributes capture a wide range of information
about the modules, including development effort, faults, changes, design style, implementation style, size
and static analysis. The data spans the beginning of design specification to the end of acceptance testing.
Appendix A lists the 19 attributes.

3.2 Data Collection Methods and Analysis Tools

The data collection and analysis for this study were based on a variety of data collection forms [BZM+77],
programmer interviews [BW84], and static analysis tools [Dou87]. For a discussion of the data validation
methods, see [BSP83] and [BW84].

3.3 Study Design

There are 24 possible pairings of projects with fault types. For each of these pairings we determined
the number of software modules in the corresponding project with the indicated type of fault. In 7 of
the 24 combinations, less than 14 of the total modules had the indicated fault. These combinations were
not included in this study as the training sample was considered too small. Table 1 summarizes the fault
statistics for the 6 projects.

One classification tree was then generated for each of the remaining 17 combinations of project p and
fault type f . The generation process is as follows:

1. Training set selection. The large preponderance to low risk to high risk modules biases the
algorithms towards classifying modules as low risk. To prevent this the number of low risk and
high modules in the training set are made equal. First, all the modules in p with at least one fault of
type f are placed into the training set. These modules are considered high-risk. From the remainder
of p’s modules and equal number are randomly selected and included in the training set. In this
study, the number of modules in the training set ranged from 8 to 40 percent of the total modules
in the project.

2. Classification tree generation. The trees are generated using the previously described algorithms.

3. Evaluation. Each module in the project is run through the classification tree. The tree predicts
whether these modules are likely to have a fault of type f . The resulting predictions are compared
against known fault statistics and several performance measures are calculated for the tree.
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Project Fault Type Fault Free Faulty

A Logic 147 19
A Data 132 34
B Logic 300 22
B Interface 302 20
B Data 301 21
C Logic 273 17
C Data 255 35
C Computation 271 19
D Logic 81 18
D Data 84 15
E Logic 349 17
E Interface 351 15
E Data 313 53
E Computation 337 29
F Logic 144 18
F Interface 148 14
F Data 147 15

Table 1: Fault statistics

Tree Evaluation: There are two primary groups of performance measures calculated for each tree.
They are:

� Accuracy: The most basic measure of model accuracy is correctness. How often does the model
correctly predict whether or not a module will have a given type of fault? In practice, however,
developers will be much more interested in correctly identifying the high-risk class, because
corrective action will be taken on the modules. To capture these different perspectives, three
accuracy measures are used in this study:

1. Correctness: Percentage of modules whose target class membership was correctly identified.

2. Completeness: Percentage of high risk modules correctly identified.

3. Consistency: Percentage of modules predicted to be high risk that, in fact, were.

� Benchmarking. Another important question is “Could these results have been obtained by some
simpler strategy?” We compared the results obtained using CTA to two simpler strategies. In
both cases, we denote the number of modules predicted to be high risk by CTA as n and produce
comparative samples of size n, using each of the following sampling procedures.

– Random Sampling. Randomly select n modules.

– Largest Modules. Select the n largest modules in terms of non-commentary source lines of
code (NCSLOC).

3.4 Characterizing Model Accuracy

Correctness: The correctness measures for each tree appear in Figure 2. The mean correctness for the
trees was 75.6%. Across all tree applications, 72.0% percent of the modules had their fault class correctly
identified. The difference in these two numbers is due to differences in project size.
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Figure 2: Classification tree correctness

Completeness: Because there is a significantly greater number of fault free modules than faulty modules.
A high correctness can be achieved by always predicting that a module has no fault. Yet a developer will
generally be most concerned with faulty modules. To determine how well CTA identifies faulty modules,
we examine the completeness measure. The completeness measure can be thought of as correctness for
the high-risk class. Completeness measures for the trees are shown in Figure 3. The mean completeness
for the trees was 82.6%. Across all applications, 82% of the faulty modules were correctly identified.
Again, these differences reflect differences in project size.

Consistency: Consistency is a measure of the number of false alarms raised by CTA. Here we are
asking, “How many of the modules flagged as high-risk really are?” Consistency measures for the trees
appear in Figure 4. The mean consistency for these trees was 27.18%. Over all the applications 17% of
high risk predictions were on target.

3.5 Comparison with Simpler Methods

The accuracy measures discussed in the previous section provide insight into the performance of CTA.
We still need to determine whether or not some simpler, probably cheaper, strategy would perform equally
effectively. We address that question by comparing the performance of CTA against two very simple
strategies.

As mentioned earlier, we are primarily concerned with effectively isolating faulty modules. We can
view CTA as strategy for sampling n, hopefully faulty, modules from a given project. We would like
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Figure 3: Classification tree completeness

to compare this approach with equal sized samples drawn with other strategies. We chose the following
alternative strategies:

� Random Sampling: draw n modules at random.

� Largest Modules: draw the n largest modules in terms of non-commentary source lines of code
(NCSLOC).

Figure 5 plots the completeness measures for CTA against those of the random sampling and largest
modules strategies. For each trial, the completeness measure for CTA appears on the vertical axis, while
the completeness for the other approaches appears on the horizontal axis. Points that lie above the 45
degree line indicate that the CTA outperformed the other method. In only one case did the largest modules
strategy perform as well as CTA. In fact, for that case the classification tree generated the largest modules
rule. In every case CTA outperformed random sampling. The mean completeness using random sampling
was 31%. The mean completeness for the largest modules rule was 63.7% As was mentioned earlier, the
mean completeness for CTA was about 82%

4 Conclusions

One central goal of our research is to use empirical methods to direct the execution of software processes.
In this article we examined the application of classification tree analysis as a mechanism for providing
empirically guidingsoftware developers. To evaluate our approach, we gathered data from actual software
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Figure 4: Classification tree consistency

projects and CTA to identify software modules that had one of four specific fault types. An analysis of
the resulting models was used to validate the general approach for creating identifying tautly software
modules. We also showed that CTA outperformed two simpler classification strategies.

General results that emerged from this work include:

� CTA is a feasible and effective mechanism for identifying software modules with specific types of
faults.

� Classification trees are effective at identifying faulty modules even when they comprise a small
portion of a software system.

� The high completeness measures indicate that the trees are successful at isolating most of the “high
risk” modules. This implies that their high correctness is not a result of always classifying modules
to be “low risk”

� Simpler classification strategies did not outperform CTA

The results presented in this article are based on the analysis of multiple projects in one environment.
The empirical characterization is intended to provide the basis for validating the application of CTA. It is
not implied that there is a direct extrapolation of these results to other projects and environments. Further
work is underway to expand the scope of this analysis.
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A

The 19 attributes for each software module are listed below.

Development Effort Attributes

design effort ; code effort;

Design and Implementation Style Attributes

comments ; source lines; non-commentary source lines; executable statements; cyclomatic complex-
ity; assignment statements; module calls ; decisions; format statements; function calls ; input-output
statements ; input-output parameters ; unique operands; unique operators; origin (new code, reused
without modification, slightly modified, extensively modified; total operands; total operators.
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